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What is a Capture the Flag (CTF)?

- A collection of cybersecurity challenges

- Each challenge involves one or more vulnerabilities
- Team or individual based competition

- Leaderboard and prizes
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Problem with current CTFs

- Building CTF’s requires significant time and expertise
- Difficult to deploy and manage

- Static flags lead to cheating

- Static or no hints can lead to a bad user experience

- The learning ends when the competition ends
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Home

Pthena CTF

How To

Start Now

Included Vulnerabilities

Broken Access Control

Broken Object Level Authorization

Authentication Bypass
Coming Soon!

Chief-Zach

How To Play Documentation Start

Welcome

Recommended Tools

ZAP

Intercepting requests, fuzzing and scanning

BurpSuite
Similar to ZAP, free version is missing features

Python/JS

Automating tests, capturing data

CrackStation
Online hash database for fast cracking

HackTricks
Common exploits for a variety of attack surfaces

Home How To Play Documentation

@thena CTF

Start
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Stakeholders Needs

= % il

Professors CTF Administrators Other Educators
- Fast development - Need many levels - Support for hints
- Low resources - Limited hosting - Support for static

resources flags for learning
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Context Driven Hints

Q o

Hints based on Multi-LLM* support
- Claude

- ChatGPT
- Ollama (Any model)

- Past user submissions

- Static solution provided by admin

*Static hints are also available for those who choose not to use an LLM
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Simple Level Creation

- HTML (Jinja2) templates provided

- Python functions for objects
Buttons - Forms - Tables - Menus

- Supports safe and unsafe HTML code
- No click database setup with Beanie ODM
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Other Features

- Shareable Containerized Competitions
— Each competition can be containerized with Docker
— Users can download and complete past competitions

- Offline Admin Mode
- Upload and Download data with CSV and JSON
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Expert Evaluation

- 45-minute pair-programming session |
- Participants had not read any documentation
- One TA and one professor
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Expert Evaluation Feedback

[@ Positive Comments

- The framework was simple to use
- The framework yielded clean and useable results
- The framework provided adequate tools for production use

Q) Suggestions
- Docstrings on framework internals COMPLETE

- Restructure framework for easier level addition COMPLETE
- Add more helper functions for things like logins PARTIALLY COMPLETE
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In Lab Study

< Educator

- TAbuilt 3 levels of varying difficulty
- Documentation was provided, but no pair programming

f-’% Students

- Students completed pre and post surveys
- Completed in the final week of labs

REB #32369
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In Lab Study Results

& Educator Did you prefer Athena over other options that have been
provided as labs?

B ves B Mo Meutral

Positive Comments
- Level building was simple and fast

- Documentation, including 10
docstrings, was good :
Q Student Suggestions s
- Hints could be more specific 2

- H|nt |Oad tlmeS Were tOO |Ong 0 Mumber of Respondants
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Future Work

- Adding more LLM options to the hint class

Gemini
- Adding more helper functions
- Creating more levels D
- Modifying the prompt for better hint results
- Addition of Kubernetes for safer deployments
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2 sample_level.py *

{a]

= async def verify(reguest: Request): &Chief-Zach* 25 014812 81 ~ ~
submitted_flag = data.get("flag", None)

2

=

= correct_flag = password_level.parameterization.parameterize_flag(user_cookie, password_level.level_code)

= if correct_flag == submitted flag: -
return {"success": True}
else: :
return {"success": False, "error": {"code": 483, "text": "Unauthorized"}}

except (JSONDecodeError, KeyError):
return {"success": False, "error": {"code": 483, "text": "Unauthorized"}}

async def instructions(reguest: Reguest): & Chief-Zach * c t I t t' T t
#7000 create the button ;w' the ';r'untend' rea e nS ruc Ions ex

38 text = "Your username is admin and your p{’

#7000 create the template response for the return

return response

147000 set the verify and instructions functions A

# [@game.post("/login", response_class=JS0NResponse)

# def login(reguest: Reguest, username: Annotated[Optional[str], Form()] = Nene,
# password: Annotated[Optionallstr], Form()] = None):

# user_cookie = request.cookies.get("user", None)

# if username == "admin" and password == "password";
# return JSONResponse(f"Login Success "

# #T0ODO return the parameterized flag
# e
it
#

[43]

status_code=280)
return JSONResponse("Incorrect Password", status_code=4083)

®@ & @

=)

# [Boame.get("/frontend", response class=HTMLResponse)

i# asvne def Frantendlrenuest: Remiipst)

Terminal zsh

) B @
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