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What is a Capture the Flag (CTF)?

- A collection of cybersecurity challenges

- Each challenge involves one or more vulnerabilities

- Team or individual based competition

- Leaderboard and prizes

INTRODUCTION         |       FEATURES          |      EVALUATION

2



Athena CTF  |  Ontario Tech Science

Problem with current CTFs

- Building CTF’s requires significant time and expertise

- Difficult to deploy and manage

- Static flags lead to cheating

- Static or no hints can lead to a bad user experience

- The learning ends when the competition ends
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Stakeholders Needs

Professors

- Fast development

- Low resources

CTF Administrators

- Need many levels

- Limited hosting 

resources

Other Educators

- Support for hints

- Support for static 

flags for learning
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Context Driven Hints

Hints based on

- Past user submissions

- Static solution provided by admin

Multi-LLM* support

- Claude

- ChatGPT

- Ollama (Any model)
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Simple Level Creation

- HTML (Jinja2) templates provided

- Python functions for objects
- Buttons  ·  Forms  ·  Tables  ·  Menus

- Supports safe and unsafe HTML code

- No click database setup with Beanie ODM
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Other Features

- Shareable Containerized Competitions

– Each competition can be containerized with Docker

– Users can download and complete past competitions

- Offline Admin Mode
- Upload and Download data with CSV and JSON
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Expert Evaluation

- 45-minute pair-programming session

- Participants had not read any documentation

- One TA and one professor
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Expert Evaluation Feedback

Positive Comments

- The framework was simple to use

- The framework yielded clean and useable results

- The framework provided adequate tools for production use

Suggestions

- Docstrings on framework internals  COMPLETE

- Restructure framework for easier level addition  COMPLETE

- Add more helper functions for things like logins  PARTIALLY COMPLETE
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In Lab Study

Educator

- TA built 3 levels of varying difficulty

- Documentation was provided, but no pair programming

Students

- Students completed pre and post surveys

- Completed in the final week of labs
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In Lab Study Results

Educator

Positive Comments

- Level building was simple and fast

- Documentation, including 
docstrings, was good

Student Suggestions

- Hints could be more specific

- Hint load times were too long
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Future Work

- Adding more LLM options to the hint class
- Gemini

- Adding more helper functions

- Creating more levels

- Modifying the prompt for better hint results

- Addition of Kubernetes for safer deployments
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